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HathiTrust	  Digital	  Library	  
•  HathiTrust	  is	  a	  partnership	  of	  academic	  &	  
research	  insVtuVons,	  oﬀering	  a	  collecVon	  of	  
millions	  of	  Vtles	  digiVzed	  from	  libraries	  
around	  the	  world.	  
–  IU	  is	  a	  founding	  member	  of	  the	  HathiTrust	  along	  
with	  University	  of	  Michigan,	  University	  of	  
California,	  and	  the	  University	  of	  Virginia.	  
http://www.hathitrust.org/htrc	  
http://www.hathitrust.org	  
9/10/2014	   #HTRC	  	  @HathiTrust	  
à  HathiTrust is large corpus 
providing opportunity for new 
forms of computational 
investigation 
à  Bigger the data, less able we 
are to move it to researcher’s 
desktop 
à  Research on large collections 
requires  
computation moves to data, 
not data to computation 
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  Mission	  of	  the	  HT	  Research	  Center	  
•  Public	  research	  arm	  of	  HathiTrust	  	  
•  Goal:	  	  enable	  researchers	  world-­‐wide	  to	  
accomplish	  tera-­‐scale	  text	  data-­‐mining	  and	  
analysis	  
–  Develop	  culng-­‐edge	  somware	  tools	  for	  processing,	  
analyzing	  text	  
–  Develop	  cyberinfrastructure	  to	  enable	  HPC	  access	  to	  
the	  HathiTrust	  Digital	  Library	  	  
•  Established:	  	  July,	  2011	  
•  CollaboraVve	  center:	  	  Indiana	  University	  &	  
University	  of	  Illinois	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HTRC	  Timeline	  
•  Phase	  I:	  	  development	  01	  Jul	  2011	  –	  31	  Mar	  2013	  	  	  
–  HTRC	  somware	  and	  services	  release	  v1.0	  
hcps://github.com/htrc	  	  
•  Phase	  II:	  	  outreach,	  01	  Apr	  2013	  –	  30	  June	  2014	  
–  2nd	  HTRC	  UnCamp	  Sep	  ’13	  
•  Phase	  III:	  	  operaVons,	  01	  July	  2014	  -­‐	  present	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HTRC	  2014-­‐2018	  
org	  chart	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Scholarly	  Commons	  	  
User	  Support	  Service	  
•  Develop	  training	  materials	  	  
•  EducaVonal	  workshops	  
•  Tool	  and	  workset	  creaVon	  
•  Collaborate	  with	  librarians	  and	  DH	  
centers	  at	  HT	  insVtuVons	  
•  Assist	  researchers	  in	  HTRC	  text	  data	  
mining	  research	  projects	  
•  Led	  out	  of	  University	  of	  Illinois	  
Library;	  smaller	  group	  at	  IU	  
•  Resourced	  at	  2.7	  FTE.	  	  	  
	   8	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Non-­‐ConsumpVve	  Research	  Paradigm	  
•  No	  ac7on	  or	  set	  of	  ac7ons	  on	  part	  of	  users,	  
either	  ac7ng	  alone	  or	  in	  coopera7on	  with	  
other	  users	  over	  dura7on	  of	  one	  or	  mul7ple	  
sessions	  can	  result	  in	  suﬃcient	  informa7on	  
gathered	  from	  collec7on	  of	  copyrighted	  works	  
to	  reassemble	  pages	  from	  collec7on.	  
•  DeﬁniVon	  disallows	  collusion	  between	  users,	  
or	  accumulaVon	  of	  material	  over	  Vme.	  	  
DiﬀerenVates	  human	  researcher	  from	  proxy	  
which	  is	  not	  a	  user.	  	  Users	  are	  human	  beings.	  	  
HTRC	  
Complexity	  hiding	  interface	  
All	  the	  complexity	  
Tabular	  info	  
StaVsVcal	  plots	  
SpaVal	  plots	  
Request	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HTRC	  v2.0	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HTRC	  v2.0	  +	  HTRC	  Data	  Capsule	  
•  There	  is	  a	  mismatch	  between	  what	  HTRC	  v2.0	  
provides	  and	  users’	  needs.	  
– HTRC	  v2.0	  provides	  predeﬁned	  algorithms	  to	  
users	  and	  runs	  them	  on	  users’	  behalf.	  	  This	  is	  to	  
prevent	  copyrighted	  data	  leak.	  
– However,	  a	  user	  usually	  wants	  to	  run	  her	  own	  
algorithm	  and	  exam	  the	  results	  interacVvely.	  	  
•  HTRC	  Data	  Capsule	  is	  developed	  to	  strike	  a	  
balance	  between	  prevenVng	  data	  leak	  while	  
keeping	  HTRC	  as	  ﬂexible	  as	  possible	  to	  users.	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Research	  Ques>ons	  
•  Non-­‐consump>ve	  use*:	  can	  framework	  provide	  
safe	  handling	  of	  large	  amounts	  of	  protected	  
data?	  	  
•  Openness:	  can	  framework	  support	  user-­‐
contributed	  analysis	  without	  resorVng	  to	  code	  
walkthroughs	  prior	  to	  acceptance?	  	  
•  Large-­‐scale	  and	  low	  cost:	  can	  protecVons	  be	  
extended	  to	  uVlizaVon	  of	  large-­‐scale	  naVonal	  
(public)	  computaVonal	  resources?	  	  *Non-­‐consumpVve	  use	  is	  deﬁned	  as	  computa7onal	  analysis	  of	  the	  copyrighted	  
content	  that	  is	  carried	  out	  in	  such	  a	  way	  that	  human	  consump7on	  of	  texts	  is	  
prohibited.	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HTRC	  Data	  Capsule	  
•  Provisions	  virtual	  machines	  (VM)	  for	  
researchers	  to	  run	  their	  algorithms	  over	  
copyrighted	  data.	  	  	  
•  Trusts	  researchers	  to	  not	  deliberately	  leak	  
copyrighted	  data.	  
•  Prevents	  malware	  acVng	  on	  researcher’s	  
behalf	  from	  leaking	  data.	  	  
9/10/2014	   #HTRC	  	  @HathiTrust	  
Building	  Block	  –	  Data	  Capsule	  
Data	  Capsule	  user	  
sensiVve	  data	  
output	  constraint	  
arbitrary input	  
arbitrary	  ou put	  
ComputaVon	  is	  carried	  	  
out	  inside	  Data	  Capsule.	  
K.	  Borders,	  E.	  V.	  Weele,	  B.	  Lau,	  and	  A.	  Prakash.	  	  
ProtecVng	  conﬁdenVal	  data	  on	  personal	  computers	  with	  storage	  capsules.	  	  
In	  18th	  USENIX	  Security	  Symposium,	  SSYM’09,	  pages	  367–382.	  USENIX	  AssociaVon,	  2009.	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Design	  Op>ons	  
•  HTRC	  Data	  Capsule	  extends	  data	  capsule	  to	  
build	  a	  cloud	  environment	  around	  data	  
capsule	  to	  serve	  mulVple	  users.	  
– Build	  the	  system	  around	  an	  exisVng	  cloud	  
playorm,	  e.g.,	  OpenStack;	  	  
– Build	  the	  system	  from	  scratch	  through	  web	  
service	  and	  QEMU.	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Design	  Op>ons	  
•  HTRC	  Data	  Capsule	  extends	  data	  capsule	  to	  
build	  a	  cloud	  environment	  around	  data	  
capsule	  to	  serve	  mulVple	  users.	  
– Build	  the	  system	  around	  an	  exisVng	  cloud	  
playorm,	  e.g.,	  OpenStack,	  Eucalyptus;	  	  
– Build	  the	  system	  from	  scratch	  through	  web	  
service	  and	  QEMU.	  	  
(Data	  Capsule	  relies	  on	  low	  level	  control	  of	  the	  VM	  which	  requires	  a	  lot	  of	  
customizaVons	  of	  exisVng	  cloud	  playorms.	  In	  addiVon,	  OpenStack	  allows	  a	  
user	  to	  conﬁgure	  the	  VM	  network	  which	  poses	  threats	  to	  Data	  Capsule.)	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Design	  Op>ons	  
•  HTRC	  Data	  Capsule	  extends	  data	  capsule	  to	  
build	  a	  cloud	  environment	  around	  data	  
capsule	  to	  serve	  mulVple	  users.	  
– Build	  the	  system	  around	  an	  exisVng	  cloud	  
playorm,	  e.g.,	  OpenStack;	  
– Build	  the	  system	  from	  scratch	  through	  web	  
services	  and	  QEMU.	  	  
(This	  opVon	  gives	  us	  the	  highest	  degree	  of	  ﬂexibility	  to	  implement	  HTRC	  
Data	  Capsule.)	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Threat	  Model	  
•  The	  user	  is	  trustworthy.	  	  
•  The	  virtual	  machine	  manager	  and	  the	  host	  it	  
runs	  on	  are	  also	  trusted.	  	  
•  The	  VM	  is	  NOT	  trusted.	  We	  assume	  the	  
possibility	  of	  malware	  being	  installed	  as	  well	  
as	  other	  remotely	  iniVated	  acacks	  on	  the	  VM,	  
which	  are	  undetectable	  to	  the	  user.	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Threat	  Model	  (Cont.)	  
•  The	  VNC	  session	  and	  ﬁnal	  result	  download	  are	  
two	  channels	  which	  data	  could	  leak	  from	  
potenVally.	  	  
–  For	  VNC	  session,	  we	  could	  encrypt	  the	  session	  to	  
prevent	  eavesdropping.	  	  
–  For	  ﬁnal	  result	  download,	  we	  could	  monitor	  traﬃc	  on	  
the	  release	  channel	  as	  a	  means	  to	  automaVcally	  
detect	  leakage.	  	  
•  Covert	  channels	  between	  VMs	  on	  the	  same	  host	  
also	  could	  leak	  data	  potenVally.	  
–  In	  the	  future,	  we	  could	  run	  VMs	  on	  separated	  hosts	  to	  
provide	  strong	  isolaVon.	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HTRC	  Data	  Capsule	  Architecture	  
Host-­‐1	  
VM-­‐1	   …	  
…	  
Hypervisor	  Scripts	  
Web	  Services	  
Web	  UI	  
Database	  
User	  AuthenVcaVon	  
Firewall	  
Audit	  
Im
age	  Store	  
Volum
e	  Store	  
VM-­‐k	  
Host-­‐N	  
VM-­‐1	   …	   VM-­‐k	  
W
eb	  front	  end	  
W
eb	  service	  
Backend	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HTRC	  Data	  Capsule	  Workﬂow	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HTRC	  Data	  Capsule	  Access	  
Leak	  through	  network?	  
Leak	  through	  transiVon?	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Data	  Capsule	  Mode	  Switch	  
Data	  Capsule	  
(VM)	  
Data	  Capsule	  
(VM)	  
Data	  Capsule	  
(VM)	  
Secure	  volume	  
1.	  Snapshot	  
2.	  Switch	  to	  secure	  mode	  
Copyrighted	  
texts	  
3.	  Copyrighted	  texts	  and	  
secure	  volume	  are	  available.	  
4.	  Switch	  to	  
maintenance	  mode	  
5.	  Snapshot	  is	  
restored.	  
Network	  is	  blocked.	  
VM	  state	  in	  secure	  mode	  is	  discarded.	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VM	  Opera>ons	  Screenshots	  
VM	  in	  shutdown	  state.	  
VM	  in	  maintenance	  mode.	  
VM	  in	  secure	  mode.	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VM	  Access	  Screenshots	  
Maintenance	  Mode	  
Secure	  Mode	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User	  Feedback	  
•  Non-­‐consumpVve	  use	  
–  IniVal	  users	  report	  that	  they	  can	  only	  access	  the	  
internet	  in	  maintenance	  mode	  and	  HTRC	  data	  
service	  in	  secure	  mode.	  They	  can	  neither	  make	  
persistent	  changes	  to	  VMs	  in	  secure	  mode,	  nor	  
access	  other	  users’	  VMs	  by	  SSH’ing.	  
•  Openness	  and	  eﬃciency	  
–  IniVal	  users	  report	  that	  they	  are	  able	  to	  conﬁgure	  
the	  VM	  as	  needed,	  and	  run	  their	  analysis	  against	  
HTRC	  data	  interacVvely.	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Future	  Work	  
•  The	  upcoming	  hands-­‐on	  session!	  
– Sep	  15,	  2-­‐5pm	  
– Wells	  Library	  E174	  
– Bring	  your	  own	  laptop	  
– One	  of	  the	  Scholar	  Commons	  Events	  
– Register	  at	  the	  Scholar	  Commons	  page	  [1]	  
– Work	  on	  text	  analyVcs	  tasks	  in	  the	  HTRC	  Data	  
Capsule	  environment	  	  
[1]	  hcp://libraries.iub.edu/tools/workshops/workshop-­‐lisVngs/series-­‐view/283/series	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Future	  Work	  
•  Copyrighted	  content	  in	  progress	  
•  Advanced	  CollaboraVve	  Support	  
–  The	  award	  model	  
–  Award	  content	  is	  HTRC	  ACS	  staﬀ	  Vme	  
–  Collaborate	  with	  scholars	  on	  addressing	  their	  research	  needs	  related	  
to	  HTRC	  
–  E.g.	  prototyping,	  running	  text	  analysis	  
–  Advocate	  open	  source;	  encourage	  extending	  the	  work	  to	  a	  grant	  
submission	  
•  Scholars	  Commons	  
–  InteracVon	  with	  scholars	  to	  help	  using	  HTRC	  tools	  and	  services	  
–  An	  interface	  to	  interact	  with	  HTRC	  users	  via	  the	  channel	  of	  scholars	  
commons	  
–  Series	  of	  workshops	  at	  IU	  and	  other	  places	  
–  Weekly	  consulVng	  Vme	  
–  Every	  Wed	  2:30	  –	  4:30pm,	  IU	  library,	  Scholars	  Commons	  157R	  
–  Contact:	  Miao	  Chen,	  Nicholae	  Cline	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•  For	  details	  hcp://www.hathitrust.org/htrc/faq	  
•  General	  contact	  info	  
–  Beth	  Plale,	  Director	  HTRC,	  	  plale@indiana.edu	  
•  Requests	  for	  capability,	  interest	  
–  Miao	  Chen,	  Asst.	  Director	  for	  Outreach	  HTRC	  
miaochen@indiana.edu	  
	  
